Confidentiality of Protected Personal Health Information Policy

Purpose:

To insure that personal health information is protected so that individuals are not afraid to seek health care or to

disclose sensitive information to health professionals. To also ensure that personal health information is protected

during its collection, use, disclosure, storage and destruction within Lutheran Retirement Home.

Definitions:

Personal Health Information (PHI) means all information, recorded or exchanged verbally about an identifiable individual

that relates to:

The individual’s health, or health care history, including genetic information about the individual or the
individual’s family.

What LRH has learned or observed, including conduct or behavior that may be a result of iliness or the effect of
treatment.

The provision of health care to the individual. Individuals include co-workers when they are patients of LRH.
Payment for health care provided to the individual, and includes:

= The personal health identification number and any other identifying number, symbol, etc. assigned to an
individual.

= Any identifying information about the individual that is collected in the course of, and is incidental to,
the provision of health care or payment for health care.

Persons associated with LRH: includes all contracted individuals, volunteers, students, researchers, LRH medical staff,

educators, member of the Board of Directors, and employees or agents of any of the above mentioned.

Policy:

All LRH employees and persons associated with LRH are responsible for protecting the security of all person
health information (oral or recorded in any form) that is obtained, handled, learned, heard or viewed in the
course of their work or association with LRH.

Personal Health Information shall be protected during its collection, use, storage and destruction within
LRH.

Use or disclosure of personal health information is acceptable only in the discharge of one’s responsibilities
and duties (including reporting duties imposed by legislation) and based on the need to know. Discussion
regarding personal health information should not take place in the presence of persons not entitled to such
information or in public places (elevators, lobbies, cafeteria, off premises, etc.).

The execution of a Personal Health Information Pledge of Confidentiality (see attachment) is required as a
condition of employment/contract/association/appointment with LRH. All LRH employees and person
associated with the Lutheran Retirement Home are to sign the Confidentiality Pledge at the commencement
of their relationship with LRH. LRH employees are to sign a confidentiality pledge on an annual basis.
Unauthorized use of disclosure of confidential information will result in a disciplinary response up to and
including termination of employment/contract/association/appointment. A person convicted of an offense
under the HIPAA breach of confidentiality may be required to pay a fine up to $1000.00. A confirmed
breach of confidentiality may be reported to the individual’s professional regulatory body.

All individuals who become aware of a possible breach of the security or confidentiality of personal health
information are to follow the procedures outlined in Section VI.



V. Pledge Procedure

A.

All employees of LRH, as a condition of employment, are to sign a confidentiality pledge. The
administration of this pledge is given by the department head or Administrator and will be place in the
employee’s file.

All others not included above will sign a confidentiality pledge at the time of signing a contract or upon
working at LRH.

V. What constitutes a breach

A.

C.

Definitions

1. Reasonable cause — means the act or omission in which a covered entity knew, or by exercising
reasonable diligence would have known, that the act or omission violated HIPAA, but in which the
covered entity did not act with willful neglect.

2. Reasonable diligence — means the business care and prudence expected from a person seeking to
satisfy a legal requirement under similar circumstances.

3. Willful neglect — means conscious, intentional failure or reckless indifference to the obligation to
comply with the HIPAA provision violated.

4. Breach —The access, acquisition, use or disclosure of unsecured PHI not permitted under the privacy
Rule that compromises the security or privacy of the PHI.

5. Unsecured PHI — PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized
persons through the use of technology or methodology specified by HHS.

Potential breach — a potential breach is presumed to be a breach (requiring breach notification) unless

an exclusion applies or a 4-part risk assessment demonstrates that there is a low probability that the PHI

has been compromised.

4-part risk assessment

1. The nature and extent of the PHI involved (including the types of PHI and the likelihood of
re-identification).

2. The unauthorized person who used the PHI or to whom the disclosure was made (may be
less likely to result in compromise to PHI because recipient is accustomed to protecting
confidentiality).

3. Whether the PHI was actually acquired or viewed.

4. The extent to which the risk to the PHI has been mitigated.

VL. Reporting procedure of alleged breach of confidentiality

A.

B.

Any staff member or physician of LRH may make an allegation of breach of confidentiality of personal
health information. Any individual receiving an allegation of a breach of confidentiality or having
knowledge or a reasonable belief that a breach of confidentiality of personal health information may
have occurred should immediately notify their supervisor or the LRH Privacy officer.
The Privacy Officer or designee in consultation with the employee’s supervisor will decide whether to
proceed with an investigation. It may be decided that a complaint does not require investigation if:

a. The length of time that has elapsed since the date of complaint makes an investigation no

longer practicable.
b. The subject matter of the complaint is trivial or not made in good faith or is frivolous.
c. The circumstances of the complaint do not require investigation.



C. If the decision is made to proceed with an investigation, it is the responsibility of the employee’s
supervisor and the privacy officer to investigate the allegation and consult appropriate resources to
make a determination if a breach of confidentiality of personal health information has been made.

D. If a breach of confidentiality of personal health information has occurred, disciplinary action will be
taken.

E. Allincidents of a breach of confidentiality of personal health information would be documented and
filed in the Business Office personnel files and with the Privacy Officer.

VII. Social Media — Staff and provider must not post or share information, in any format, about patients that
could potentially identify a patient without the patients’ prior authorization.



Pledge for Protected/Confidentiality of Personal Health Information

I, the undersigned, have read and understand Lutheran Retirement Home’s policy on “Confidentiality Protected Personal
Health Information Policy”. In consideration of my employment or association with LRH, and as an integral part of the
terms and conditions of my employment or association, | hereby agree that | will not at any time, during my
employment or after my employment or association ends, access or use personal health information, or reveal or
disclose to any persons within or outside LRH, any personal health information except as may be required in the course
of my duties. In accordance with applicable legislation and corporate/departmental policies governing improper
release of information, confidentiality breaches’ will result in disciplinary action up to and including termination of
employment/contract/association and imposition of fines pursuant to applicable state and federal laws.

Employee or Associate

Date

| have discussed the Confidentiality of Protected Personal Health Information Policy and the consequences of a breach
with the above named.

Department Head or Administrator

Date




